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Data Security 
 
The security of data is paramount within schools with the risk of penalties up to £500,000 in the event of data 
loss.  We are working hard with schools to take all the necessary steps to protect your data and ensure staff 
are following the correct procedures, we recommend the following: 
 
Document Storage 
 

Staff should save their files onto the school 
server where they are safe and backed up.  This 
could either be in the ‘Shared Drive’, your ‘My 
Documents (H: Drive)’ or your school ‘OneDrive’ 
account.  Documents should not be saved in any 
other location without authorisation. 

Documents should not be saved to external 
media such as USB memory sticks or external 
USB hard drives. 

 
Passwords 
 

All passwords should be confidential, they 
should not be known by any other person. 

Passwords should not be easy to guess or 
written down in an insecure location. 

All passwords should be complex using a range 
of uppercase letters, lowercase letters, numbers 
and symbols. 

Passwords should not be a simple word, name of 
family member/pet etc or memorable date. 

If you believe your password may be known by 
anyone else you must change it. 

You should not set devices to remember a 
password (eg your browser), unless the device is 
securely protected. 

When you walk away from your computer lock 
your computer to ensure it cannot be used by 
anyone else. 

 

 
Cloud Storage (OneDrive) 
 

You may save documents to your school 
OneDrive account so that you can access 
documents from home. 

Do not save school documents to any personal 
(home) OneDrive accounts  

If you install the OneDrive application which 
automatically syncs your documents to your 
local computer you must ensure you secure your 
computer to ensure nobody else can access your 
OneDrive documents. 

Do not save school documents to any other 
storage providers such as Dropbox, GoogleDrive 
etc without authorisation. 
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Emailing 
 

Please treat all email communications as 
in-secure unless advised otherwise. 

Do not email confidential information without 
prior authorisation. 

If you need to email confidential information it 
should be encrypted using 256bit encryption.  
This can be done using utilities such as WinZip 
to encrypt attachments or email encryption 
software.  Always use your school email system. 

Although password protecting a Word or Excel 
document is better than nothing this does not 
fully protect it and the password can easily be 
broken, use of these passwords does not fully 
secure the document. 

 Do not use any email account other than your 
school email account for communications 
relating to school. 

 
School Owned Mobile Devices 
 

Your school owned device such as a laptop or 
tablet is to be used for school related purposes 
only. 

Mobile Devices should not be left unattended, for 
example in car boots etc.  The device should be 
stored safely at all times. 

Your device should be password protected to 
restrict access and it should not be used by 
anyone else other than the person the device is 
assigned to. 

Photo’s of pupils must not be stored on the 
mobile device for longer than needed, they 
should not be on the device if the device is taken 
off the school premises. 

Data should be removed from the device on a 
weekly basis, only data that is required for the 
purposes of working away from school should 
remain on the device when the device is taken off 
the school premises. 

 

Mobile devices should be automatically set to 
Lock/TimeOut to ensure data is secure should 
the device be left unattended. 

 

 
Personally Owned Equipment 
 

You are permitted to use personally owned 
equipment for the purposes of school work 
providing all of the above security is adhered to.  
This is to ensure other users of the equipment 
are not able to access the school data. 

If you are unable to provide the necessary 
security on your personal device please do not 
use it for school related work. 

You are responsible for ensuring security 
patches and antivirus protection is fully up to 
date to ensure school documents do not become 
infected. 

If you have used a personal device to store 
school data when you come to dispose of your 
computer ensure this includes data destruction. 

Personal devices should be automatically set to 
Lock/TimeOut to ensure data is secure should 
the device be left unattended. 
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